MWHUCTEPCTBO OBPA30BAHUSA U HAYKWU POCCUACKOW ®EOEPALIUK

OENAPTAMEHT FOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU
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HanpaBnsieT AN cBefeHust paspaboTaHHble BpemeHnHolt komwuccuen Coeta Pepepaumm no  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKMe peKoMeHZauuy O pasMeLleHMU Ha WHMOPMAaLUMOHHBIX CTeHaax,
ochmumanbHbIX MHTEPHET-caiTax U OPYrMx MHGOpPMaLMOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHvM3auuni u
OpraHoB, OCYLLECTBNAWLWMX ynpasrneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHuu cetn "HtepHeT".
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Mpunoxexue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNATIbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJbHbIX OPFTAHU3ALIMA N OPTAHOB, OCYLLECTBNAIOLLMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamm u uneHamyn BpemenHon komuccum CoseTa depepaumy No pasBuUTUO MHEGOPMALMOHHOMO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHOauni napaamMmeHTCKux crywaHmn "AkTyanbHble Bonpockl obecneyeHmns
6e30nacHOCTN U pa3BUTUS AeTel B MHpOPMAaLMOHHOM NpocTpaHcTBe", koTopble npowwn B Coete ®enepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeToOUYEecKMe peKoMeHAauun O pasMeLleHMn Ha WHEOPMAaLMOHHBIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-calTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBASIOWMX ynpasrneHne B cdepe obpasoBaHus, nHdopmMauun o GesonacHom
nosedeHnun 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaauum).

MeToanyeckme pekoMeHZauuu HanpaefieHbl Ha KauyeCTBEHHOE MOBbILEHWE YPOBHSA WMH(OPMaLMOHHOM
AesiTeNbHOCTU 06LLEeo6pa3oBaTeNbHbIX OpraHu3auuii U OpraHoB, OCYLLECTBISIIOWMX YhpaBneHue B cdepe
obpasoBaHMsi, B 4acTW MWHGOPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
negarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHopMaLMOHHON Ge30MacHOCTU.

MeTognueckne pekoMeHZauuMM MNO3BONAT  O6OweobpasoBaTernbHbIM — OpraHusaumsaMm U1 opraHam,
OCYLLECTBMAOWMM ynpasrneHne B cdepe obpasoBaHus, akTyanMsumpoBaTb yXKe UCNOofb3yemble U pasMeLleHHble

MH(OPMALMOHHbIE MaTepuarbl, Tak U NOATOTOBUTb UX B Cllydyae UX OTCYTCTBUS C YYETOM MyylUMX MPaKTUK U
pekomeHaaunin.

B pamkax meTogu4eckmx pekoMmeHgaummn paccmMaTpmBaroTCs CreayoLwme MHCTPYMEHThI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. ohmumanbHble UHTEPHET-PECYpChl;

3. cpeacTBa MaccoBOW MHGYOPMAaLUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).
MHopmaumnoHHbIe CTeHAbI

Ha wuHdopmaunoHHbiXx cTeHgax B 00ueobpasoBaTeribHbIX OpraHu3auusax, pacrofioXeHHbIX B done
yypexgeHun n B kabuHeTax, OCHaLEeHHbIX MepcoHanbHbIMW YCTPOWCTBaMX Ans Bbixoda B ceTb "MHTepHeT",
pekomMeHayeTCcsi pasMecTuTb MHEOPMAUMOHHbIE MaMATKM, COAEpXallMe OCHOBHbIe COBEThbl MO obecneyeHuto
NHOPMaLIMOHHOM 6Ee30MacHOCTH yYaLLMXCS.

B NPUINoOXeHnn N 1 kK meToan4yecknm pekoMmeHaaunam npeacrtasiieH o6pa3eu, NaMATKN And pasMelleHnda Ha




MHd)OpMaLLMOHHbIX cTeHaax.
CpeacTtea maccoBoin nHdopmarmm

B cpegctBax maccoBon mMHGOPMaLUKW, OPUEHTUPOBAHHBLIX Ha ODy4yalOLLUXCSs, PEKOMEHAYeTCs B Te4YeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHble OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a Takke pasnnyHblie NaMaTkM ObLLEero xapakTepa.

B cpegctBax MaccoBow MHGOPMauMW, OPUEHTUPOBAHHBIX HAa MefarorMyeckyld OOLLEeCTBEHHOCTb,
peKkomMeHayeTCss B TeYeHWe KaneHdapHOro roga perynapHo nybnukoBaTb WHGOPMAaUMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acrnektam MHAOPMaLNOHHOM 6e30NacHOCTU Kak HEeCOBEPLUEHHONETHUX, Tak U
obuieobpasoBaTenbHbiX OpraHM3auuii, a Takke pas3nuyHble namaTkM, 0630pbl  HOPMAaTUBHO-MPABOBOrO
perynupoBaHus JaHHOW cdhepbl U MHPOPMAaLIMIO O akTyarbHbIX MEPONPUATUAX N COBLITUSX B JaHHON cdhepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcs obecneynTb
BbIMYCK TEMaTMYEeCKOrO BbIMycKa cpeacTBa MacCcoBOW MHopMauun nmbo cepumn nyGrvkauuin, cpeau KOTOpbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmxcs, UX poauTenen (3akoHHbIX NpeacTaBUTENENn) U
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTerbHbIM  OpraHU3auMsM pekoMeHayeTcsi Ha CBoux oduumanbHblx WHTepHeT-pecypcax
obecneuntb (PYHKUMOHMPOBAHME CAMOCTOSITENIBHOMO WM CcreunanuaMpoBaHHoro pasgena "MHgopmaunoHHas
6e30nacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHne crieqyowen nHopmaumm:

N Pasgen/nogpasgen | ®opmat npeacraBneHus CopepxxaHvne maTepumarnos
matepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluaroTcs konum OOKYMEHTOB, T.€.

HOopMaTMBHble akTbl B | bopmaTe *PDF CKaHMPOBaHHbI BapuaHT AOKYMEHTA,
cdepe obecneyeHus COOTBETCTBYIOLUIA TpeOOBaHUSAM K
NHGOPMALIMOHHOMN napameTpamM CKaHMPOBaHUS.
6esonacHocTn PasmMeLlaloTca JOKYMEHTHI,
obyvaromxcs pernaMeHTUpylLLne opraHm3aumio u

paboTy C NnepcoHanbHbIMW AaHHBIMM,
nnaHbl MeponNpuaTUA No obecnevyeHunto
WH(OpMaLMOHHOW Be3onacHoCTH
oby4yarowmxcs u gpyrue.

2. |HopmatusHoe Konuu fokymeHTOB B My6nukytoTCcs akTyarnbHble CBEAEHUSA O
perynuposaHue dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax OpraHoB BnacTu U gpyrue
HOPMaTUBHO-MPAaBOBbIE JOKYMEHTBI,
pernameHTupyowwmne obecneyeHne
WH(OpMaLMOHHOW Be3onacHoCTH
HecoBepLUeHHoNneTHuX. [lonyckaeTcs
BMECTO KOMUWI pa3mellaTb rmnepccbiikn Ha
COOTBETCTBYIOLLNE AOKYMEHTbI Ha canTax
OpraHoB rocyapCTBEHHON BNacTu.

3. lNeparornyecknm TekcT Ha cTpaHuue Pasmewatotcs metoandeckue
paboTHMkam canTa pekoMeHAauumn 1 ykasblBaeTcs
Konuu OoKymMeHTOoB B MHOPMaLINSA O MEPOMNPUATUSAX, MPOEKTax
dopmarte “PDF M nporpaMmmax, HarnpasneHHbIX Ha

nosblLLeHne NHOPMaLMOHHOM
rPamMoOTHOCTW NeAarorm4eckmnx paboTHMKOB.

4. | Obyyatowmmes TekcT Ha cTpaHuue Pa3smellaeTcsa nHopmaLMoHHas namsaTka
canTta (mpunoxenue N 2) n ykasbiBaetcd
MHGOPMaLNS O MEPONPUATUSIX, MPOEKTax




W NporpaMmax, HarnpasfeHHbIX Ha
NoBbILLEHNE UH(POPMALIMOHHOM
rPaMoTHOCTM 0ByYatoLMXCS.

5. | Pogutensm (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTca nHdopmaumMoHHas namsitka
npeAacTaBuUTENAM) canTta (npunoxenue N 3).
obyvatowmxcs

6. |[Oetckue 6e3onacHble | TeKCT Ha CTpaHuue Pasmelaetcs nHdopmauus o
caunTbl cavita pekoMeHAyeMbIX K MICNOSfb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIx canTax,
GaHHepbl 6e30MacHbIX 4ETCKMX CalTOoB.

OpraHam, ocyLlecTBnALLLMM yripaBneHne B cpepe obpasoBaHus, pekoMeHayeTCst Ha CBOUX odmumanbHbIX
WHTepHeT-pecypcax obecneuntb (PyHKUMOHMPOBAHWE CaMOCTOSATENBHOMO W CheuuannsmMpoBaHHOroO pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTb pasMelleHne cnegyroen nHpopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsag coobiaTe CBOK YacTHYK WHopmaumio (Hactodwme nms, pamunuio, TenedoH, agpec,
HOMep LUKONbI, @ Takke dpoTorpacpmm cBoW, CBOE CEMbU N ApYy3eNn);

2. OTKpbIBaTb BIIOXEHHbIE (halibl SANEKTPOHHOM NOYTLI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, OkasbiBaTb AaBEHNE - BeCTU cebst HEBEXITMBO U arpeCCUBHO;
4. He pacnopsikancs AeHbramu TBOern ceMbm 6e3 paspeLleHnst cTaplumnx - BCeraa cnpailmean pogutenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearnbHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YnTtaews o cebe Henpaeay B MIHTepHeTe - coobLy 06 3TOM CBOMM poauTENsaM
UMK oneKyHaM;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 06MEHNBATLCS - MPOBEPbL, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocrbiM 0 NpobrieMax B CETU - OHWU BCeraa noMoryT;

5. |/|CFIOJ'Ib3yl7I HaCTpOﬁKM ©es3onacHocTu 1 npunBaTHOCTH, 4yTOObI HE noTepATb CBON aKKayHTbl B COLCETAX U
Opyrux noprtanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenei;
2. MNonb3ayewbca NHTEPHET-MCTOYHUKOM - [erian CChIfKY Ha Hero;

3. OTKprBaIZ TOJIbKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,




4. O6waTbCs 3a NOMOLLIbIO B3pPOCHbIM - poanTenun, onekyHbl 1 agMMHUCTpauna canToB Bcerga NOMOTYT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" U NONYyYM NacnopT UMdpoBOro rpaxgaHnHal

Mpunoxexue N 2

NH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®ULUMNATIbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MOOAEXn B WHTEpPpHETE CTaHOBUTbCA Oornblue, a WKOMbHUKN O4HU U3 CaMbIX aKTMBHbIX
nosnib3oBarenen PyHeTa. Me>+<u,y TE€M, MOMMUMO OIFpOMHOro KoJin4ecTBa BO3MOXHOCTEN, WHTEPHET HeceT U
I'Ip06J'IeMbI. OTa namaTka gormkHa nomoyvb Tebe 6e3onacHo HaXoANUTLCSA B CETU.

KomMnbroTepHblie BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO PasHOBWAHOCTb KOMMbIOTEPHbBIX MPOrpamMM, OTNNYUTENbHOW OCOBEHHOCTbLIO
KOTOpOW SBNsAeTCA CNOCOBOHOCTb K pas3MHOXeHWo. B gononHeHwe Kk 3TOMy, BUpPYCbl MOFYT MOBPeAvTb WM
MOMHOCTBIO YHWYTOXWUTb BCe pavifbl M AaHHble, MOAKOHTPOSIbHbIE MOMb30BATENO, OT MMEHM KOToporo Obina
3anylleHa 3apaxeHHas nporpaMmMa, a Takke noBpeauTb UK AaXe YHUYTOXUTb ONepaLnoHHY0 CUCTEMY CO BCEMU
avinamu B uenoM. B 6onblunHCTBE CryvyaeB pacnpoCTPaHSIOTCA BUPYChl YePe3 UHTEPHET.

MeTogb! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. VlCFIOJ'Ib3yIZ COBpEeMEHHbIe oOnepaunoHHble CUCTeMbl, UMeroLlline cepbeaan?l YpPOBEHb 3alinTbl OT
BPE€OOHOCHbIX NMporpamMm;

2. MocToAHHO yCTaHaBnMBan nayvytn (LMpoBble 3annaTkv, KOTOpble aBTOMaTU4YeCKM yCTaHaBNMBAlOTCSH C
uenobto aopaboTku nporpaMmmbl) U gpyrue oGHOBMNEHWUsI CBOEN OnepaumoHHOM cucTemMbl. CkaumBanm MX TOMBKO C
othmumnansHoro canta paspabotunka OC. Ecnu cyliecTByeT pexvM aBToOMaTU4eckoro oOHOBIEHWS, BKITHOYM €ro;

3. PaboTtan Ha cBoeM komnblOTEpe MOA NpaBamMu NOMb30BaTens, a He agMuHMcTpaTopa. ATO He No3BONUT
BGONbLINHCTBY BPEOOHOCHbLIX MPOrpaMmM MHCTanNMpoBaTbCs Ha TBOEM NepCcoHanbHOM KOMMNbIOTEPE;

4. Ncnonb3y aHTUBMPYCHblE MPOrpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHneM 6a3;

5. OrpaHuyb usanyeckmin 4OCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3yn BHeLWHWe HOcMTeny nHdopmaumm, Takme Kak drewka, AUCK v ann m3 MHTepHeTa, TONbKO
13 NMPOBEPEHHbLIX MCTOYHWUKOB;

7. He oTkpblBai KOMMblOTEPHbIE alnbl, NONyYeHHble W3 HeHaOeXHbIX UCTOoYHMKOB. [axe Te dhannsl,
KOTOpble npucran TBOW 3HaKOMBIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BuA nepefayn OaHHbIX, HE TEXHOMOrWs, a Bcero nuuwb OpeHa, mMapka. Ewe B 1991 roagy
HugepnaHackas KomnaHusa 3apernctpupoBana 6peHg "WECA", yto o6o3Havano crioBocoyveTaHue "Wireless
Fidelity", koTopbIn nepeBoguTCs Kak "GecnpoBogHasi TOYHOCTL".

[o Hawero BpeMeHu fowna gpyras abOpeBuaTypa, KoTopas ABMSIETCA TaKOW e TexHonornen. 3To
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe ObINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3BYKOBOW TeXHUKM Hi-Fi, 4to
B NepeBode 03Ha4vaeT "BbliCOKasi TOMHOCTbL".

[a, 6ecnnaTHbIi MHTEPHET-AOCTYN B kadye, OTENAX M asponoprax SABNAETCA OT/IMYHOM BO3MOXHOCTBIO
BbIXO4a B UHTEPHET. Ho MHOMMe akcnepThl cumTaroT, 4To obwenoctynHble Wi-Fi cetn He aBnsatoTcs 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06LeAoCcTYNHbIX ceTax Wi-fi:




1. He nepepaBan cBow nuuHyio wuHpopmauuio yepes obwepoctynHole Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAMTbL Maponu OCTyna, NOrMHbl 1 Kakne-To HOMepa;

2. Vicnonb3yi 1 0GHOBNAR aHTUBUPYCHbIE NporpaMMbl U GpaHamayep. Tem cambim Tl 06e3onaculb cebs ot
3aKayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpwn ncnonesosanum Wi-Fi oTkntoum dyHkumio "O6wmini goctyn K pannam un npuHtepam”. JaHHas dyHKUns
3aKkpbiTa MO YMONYaHWIO, OL4HAKO HEKOTOpble MOMNb30BaTENM akTUBUMPYIOT ee Ans ygobcTBa MCNONb3OBaHWUS B
paboTte nnn y4yebe;

4. He ncnoneayn nyonuyHeii WI-FI ans nepegaym nuyHblX AaHHbIX, HANpUMMeEpP ANs BbIXxo4a B cOLManbHble
CEeTW UINK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmueHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmnoum dyHkumo "MogkniodeHe k Wi-Fi aBTtomatnuyeckun”. He ponyckan
aBTOMaTUYECKOro NoaknyeHusa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumarnbHble CeTU aKTMBHO BXOANAT B HaLly XXW3Hb, MHOrME Ntoau paboTalT U XKMBYT TaM NOCTOSIHHO, a B
Facebook yxe 3apermctpupoBaH mMunnuapg 4YenoBeK, YTO SBNAETCH OOHOW CeObMOW BCEX XUTENew nnaHeThbl.
MHorve nonb3oBaTenu He MOHUMAKOT, YTO I/IH(bOpMaLI,VIﬂ, pa3mMelleHHaa M1 B coumnarbHbIX CETAX, MOXeT ObITb
Ha|7|,qua M ncnosmnb3oBaHa KeM yrogHo, B TOM 4Yucrne He obsizaTtenbHo ¢ bnarumu HaMepeHunamu.

OcHoBHble coBeTbl N0 6e30MacHOCTN B coLMarnbHbIX CETAX:
1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3baX HE AOMKHO BbiTb CNyYanHbIX U HE3HAKOMbIX NI0AEN;

2. 3awwain cBol YacTHyIo XU3Hb. He ykasbiBait naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus U
APYrYIo NIMYHYI0 MHGOPMaLUUIo. 3MoyMbILIIEHHUKA MOTYT UCMOSb30BaTh AaXe MHopMaumio O TOM, Kak Tbl U TBOU
poauTenun NnaHupyeTe NPOBECTW KaHWKYIbI;

3. 3awumuian cBoK penyTaumio - epXun ee B YucToTe n 3agasan cebe Bonpoc: xoten Obl Thl, 4TOGLI Apyrne
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelwb? [Nogyman, npexage 4em 4To-To onybnmkoBaTh, HanucaTb 1 3arpy3nTb;

4. Ecnu Thl roBopuvlb C NtogbMu, KOTOPbIX HE 3HaeELllb, HE I/ICI'IOJ'Ib3yl7I CBO€ pealnibHOe UMA U OPYryr JINYHYHO
I/IH(bOpMaU,VIVIZ nMd, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3beran pasmelueHus cotorpaduin B IHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNONOXEHNE;

6. I'IpM perncrtpauun B coumanbHon ceTn HeobXoaUMO UCMOSb30BaTh CIOXHbIE naposnu, cocrtodlmne n3 6yKB
n Ll,l/ld)p N C KOMMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOM CeTU, NOYTbl M OPYrMX CauToB HeoBXoauMOo Mcnonb3oBaTb pasHble naponu. Torga ecnu
TebsA B3NOMaloT, TO 3MOYMbILLFIEHHUKN MOSydYaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCce cpasy.

aneKTpOHHble AeHbrn

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA cnocob nnaTexen, 04HAKO CYLLECTBYIOT MOLLUEHHUKWU, KOTOpble
XOTAT NONy4YnTb 9TV AEHbIN.

SJ'IeKTpOHHbIe OEeHbIn noAasunncb coecemMm HegaBHO U UMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum xxe oHM (PYHKLMOHUPYIOT M O HUX yXe MPONUcaHo B 3aKOHe, rae MX pasfensioT Ha HEeCKOSbKo
BVOOB - @aHOHWUMHbIE M HE aHOHUMHble. Pa3Huua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPLIX paspellaercs
NpoBOAWTbL onepaunn 6e3 mageHTUdMKauuM nonb3oBaTensi, a B HEAHOHUMHbIX UAEHTMdMKauUs MNonb3oBaTens
ABnseTca oba3aTensHon.

Takke cnefnyet pasfnydaTtb 3NEKTPOHHbIe (*)MaTHbIe AEeHbIn (paBHbI rocygapCrtBeHHbIM BaﬂIOTaM) n




ANIEKTPOHHbIE He(bl/laTHbIe OeHbrn (He paBHbI rocyaapCTBEHHbIM BaJ'IPOTaM).
OcHOBHble COBETbI M0 Ge3onacHom pa60Te C 3J1EeKTPOHHbIMU OEHbramu:

1. MNpuBSXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAO0OHbIN M BLICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cuety. [NpuBsasaHHbIi TenedoH nomoxeT, ecnu 3abygellb CBOW NnaTeXHbld Naponb UNU 3anpellb Ha CauT C
HEe3HaKoMOro yCTpOMNCTBa;

2. Vcnonb3yit ogHopasoBble naponu. Mocne nepexoda Ha yCUSIeHHYH aBTopusauuio Tebe yxe He GyaeT
yrpoXaTb OMacHOCTb KpaXkn UK nepexeata nraTexXHoro napons;

3. Bbibepu cnoxHbln naponbs. NpecTtynHukam OyaeT He MpocTO yragaTb CIOXHbIM Naponb. HagexHble
naponu - 3To Naponu, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIKOYaT B cebs CTPOUHbIE U MPONUCHbIE BYKBHI,
undpbl U HECKOMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, ¢yHTa, BOCKNMUATENbHbIA 3HAK W T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBEpPSiELLb.
aneKTDOHHaH noyTta

OneKkTpoHHasi noyta - 3TO TEXHOMNOrMA W MpedoCTaBnseMble €l YCMyrn Mo Mepechbifike U MONy4YeHuto
SMEKTPOHHbIX COOOLLEHNI, KOTOpble pacrnpenenstoTcs B KOMNboTepHoW ceTu. OBbIYHO 3MEKTPOHHBIN NOYTOBbIN
AWK BbIMMSAMT criegyrowmMm obpasoM: MMs_MNonb3oBatenda@umsa_goMeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCsl BO3MOXHOCTb nepegasaTb (awrnbl.

OcHOBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NEeKTPOHHO NOYTON:

1. Hapgo BbibpaTb npaBuibHbIA MOYTOBLIN CepBUC. B MHTEpHETEe eCcTb OrpomHbIvi BbibOp GecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO Myylle AOBEPATb TEM, KOrO 3Ha€ELLb 1 KTO MEPBbIN B PENTUHTE;

2. He ykasblBan B JIMYHOW MoYTe JNYHYKO  uWHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_daHat@" nnm "pok2013" Bmecto "Tema13";

3. Vcnonbayin gByxaTtanHyo aBTopusaumio. ATo korga NOMUMO Napons HYXHO BBOAWUTb Ko, MpUCbIiaeMbli
no SMS;

4. Bbibepy CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro ALWUKa AOMKEH ObiTb CBOM HAAEXKHbIA, YCTOMYUBBIA K
B3M1OMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamoMy CBOW FIUYHbIA BOMPOC, UCMONb3Y 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HeCKOmNbKO MOYTOBLIX AWMKOB. [MepBbiit ANs YacTHOM Nepenucku ¢ agpecaTamu, KOTOPbIM Tbl
fAoBepsielllb. ATO 3MEKTPOHHbIN aapec He HaJo UCMoNb3oBaTh NpY PerncTpauun Ha dopymax 1 canTtax;

7. He oTkpbiBan channsl 1 Apyrne BroXeHUsa B NMUCbMax, Aaxe ecrnv OHW MpuLlnun ot TBoux Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABNANN N1 oHW Tebe aTn dannsbl;

8. Mocne okoHYaHWsA paboTbl HA NOYTOBOM CEPBUCE NEPEL 3aKpbITUEM BKMNaZAKU C CanToM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyanbHoe nsgeBatenbCTBO

KnbepbynnuHr - npecrnefoBaHne coobLIeHUsiMK, cogepXalluMMm OCKOpOneHusi, arpeccuio, 3anyrMBaHue;
XYNUraHcTBo; coumarnbHoe 60MKOTUPOBaHME C MOMOLLbIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynIMHrom:

1. He 6pocawics B 6oi. Jlyywmii cnocob: nocoBeToBaTbCs Kak cebsi BECTU M, €CNN HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHavane ycrnokoutbcsl. Ecnu Tbl HauHelb oTBeYaTb OCKOPONEeHUsSMM Ha OCKOpPGNEHUs, TO TOSNbKO
elle 6onblue pasoxkeLlb KOHMINKT;

2. YnpaBnsan cesoen knbeppenytaumven;




3. AHOHMMHOCTb B CETU MHMUMaS. CyIJJ,eCTByIOT €nocobbl BbIACHUTL, KTO CTOMT 32 aHOHUMHbIM adKKayHTOM;

4. He cTouT BECTU XynuUraHckuin obpas BUPTYaribHOW XU3HWU. VIHTEpHET puKcMpyeT BCe TBOM OENCTBUS U
COXpaHsieT nx. Yganutb ux 6ygeT kpaviHe 3aTpy4HUTENbHO;

5. Cobniogan cBoto BUPTYarnbHY YeCTb CMONOAY;

6. VrHopupyin egouHuYHbIA Heratue. OQHOpasoBble OCKOPOGUTENbHblE COOGLUEHUS Nyylle WUrHOpvpoBaTb.
OO6bIYHO arpeccusi NpekpallaeTcsi Ha HavarbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMWM COOOLLEHMSIMW, B COUMArnbHLIX CETSAX €eCTb
BO3MOXHOCTb GITOKMPOBKU OTNPaBKM COOBLLEHNI C OnNpeaeneHHbIX aapecos;

8. Ecnu Tbl cBngeTenb KVI6ep6yJ'IJ'IVIHFa. TBou gencreus: BbICTYNUTb NPOTUB MNMpecriegoBaTtenid, Noka3aTtb emMy,
YTO €ero AencTBUS OLEeHMBaKOTCS HeraTUBHO, nogaepXxatb XepTBy, KOTOPOVI HY>XHa ncuxosrormn4yeckasa nomollb,
coooWmnTL B3POCJ1bIM O (baKTe arpeccmBHOro noeegeHund B CeTu.

Mo6unbHbIN TenedgoH

CoBpemeHHble cmapTdoHbl U NnaHLWweTbl cogepxat B cebe BMonHe B3poChbif (DyHKLUMOHAN, U TeNepb OHU
MOryT KOHKYpMpOBaTb CO CTauMOHapHbIMK KoMnbtoTepamu. OgHako, CpeAcTB 3almTbl Ans NogobHbIX YCTPONCTB
noka o4eHb Masno. TecTMpoBaHMe 1 NOUCK YA3BUMOCTEW B HUX MPOMCXOAUT HE Tak MHTEHCMBHO, Kak ana MK, To xe
camMoe KacaeTCs U MOBUNbHbBIX MPUNOXKEHUN.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| YXe TMNpaKTnd4eckn AorHasnm HacToJsibHble aHanorun, oJ4dHako
pacwiunpeHne (byHKLI,MOHaJ'Ia BIneYeT 3a cobon 601'IbL1Jle CIMOXHOCTb N MEHbLLUYIO 3alnLLEHHOCTb.

[daneko He BCe NPOM3BOAWUTENWN BbIMYCKaOT OOHOBMEHUS, 3aKpbiBaKOLME KPUTUYECKME YA3BMMOCTM AN
CBOWIX YCTPOMNCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUBHOMO Teﬂe(bOHaZ

Huuero He sBnsieTca no-Hactoswemy 6GecnnaTHbiM. Byab ocTopoxeH, Bedb koraa TebGe npegnaratoT
6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAaKMe-TO MaTHbIE YCIyru;

Oywmawn, npexge 4Yem otnpasutb SMS, doTo unu Bugeo. Thbl TOYHO 3Haelb, rAe OHWM OyayT B KOHEYHOM
ntore?

Heobxogumo oBHOBMATL ONepaunoHHY0 CUCTEMY TBOEro cMapTdoHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl ANs MOBUIbHbBIX TenedgoHOoB;

He 3arpy>|<al7| npurnoXxeHna OT Heun3BeCTHONo WUCTOYHWKa, Bedb OHWM MOryT coAepXaTb BpeOoHOCHOe
nporpammHoe obecneyeHue;

Mocne ToOro Kak Thbl BbldeLb C canTa, rae BBOAWI MNUYHYI0 MHOpMaLmMio, 3angu B HAaCTPONKM Bpaysepa u
yaanu cookies;

Mepuroanyeckn NpoBepsan, kakMe NnaTHble YCNyru akTMBMPOBaHbLI Ha TBOEM HOMEPE;

Hasaw cBon HoMep MoBuNbHOro TenedoHa TONbKO MAsIM, KOTOPbIX Thbl 3HAELLb M KOMY AOBEpsieLlb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOraa Tbl MM He nonb3yellbes. He 3abbiBai nHorga npoBepsTh 3TO.
Online urpsbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacodHble, 3axBaTbiBaloline pasBreyeHusl, OObeaVHSAIoLIME COTHM
ThbiCSIM YenoBeKk no Bcemy mupy. Urpoku mccredyoT OaHHbId UM MUp, obliarTca Apyr C APYroM, BbIMOMHSIT
3a[laHunsl, CpaXaloTCA C MOHCTPaMU 1 MoJyyatoT onbIT. 32 YOOBONbCTBME OHU NNATAT: NOKYNalT AUCK, onnavynsaioT
aboHeMeHT Unu NpuobpeTaroT Kakne-To OnLUuN.

Bce aTu cpegctBa vayT Ha noggepaHuMe M pasBuMTME UMpbl, @ Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUMCTEMbl aBTOpU3aLMK, BbIMyCKaloTCs HOBble MaTyu (UMdpoBble 3annatku Afis nporpamm),




3aKpbIBAKTCA yA3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacartbCA HE CTOJIbKO CBOMUX COMNEpPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblMHCTBA nrp.

OcHoBHbIe coBeTbl N0 He30NacHOCTU TBOEro UrPOBOro akKkayHTa:

1. Ecnu apyroit urpok BefdeT cebs nnoxo unu cosgaet Tebe HenpusiTHOCTW, 3abrokupyin ero B Crncke
UrPOKOB;

2. I'I0>Kany|7|c;| aaMUHUCTPaTopaM Urpbl Ha NJ10Xoe noBeaeHme 3Toro Urpoka, XenarternbHo NPUoXnTb Kakne-
TO AOKa3aTesribCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4yHyo MHopmMaumio B npodansie urpsbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UIpeE;

5. He yctaHaBnuBamn HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yit cnoXHble 1 pasHble Naponu;

7. Oaxe BO BpeMsl Urpbl He CTOWUT OTKMOYaTb aHTMBMpYC. lMoka Tbl Wrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PUWIKHT unun KpaXa JIMYHbIX AaHHbIX

OOGbIuHOW Kpaxken AeHer U OOKYMEHTOB CErogHsl yXe HWUKOrO He yAMBULLbL, HO C pPa3BUTUEM MHTEpHeT-
TEXHOMOIMIN 3MI0YMbILUNIEHHVKA NEPEMECTUNNCH B MHTEPHET, N MPOLOIMKAOT 3aHMMaTbCA "MobumMbiM" aenom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLUEHHNYECTBA NN OULLVHT, rMaBHas Lenb KOTOPOro COCTOUT B
nonyyYyeHun KoHduaeHUmanbHbIX AaHHbIX MOMb3oBaTenen - NOrMHOB 1 naponen. Ha aHrnunckom sAsbike phishing
yntaeTca kak counwmHr (oT fishing - peibHas nosns, password - naponb).

OcHOBHble coBeTbI Mo 6opbbe ¢ PULLMHIOM:

1. Cnegm 3a cBoMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3rnomaHa, To Heobxogumo
3abnokupoBaTh €€ 1 COOOLLMTb agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. VlCFIOJ'Ib3yI7I CITOXHble U pa3Hble naposn. Takum o6pa30M, ecnun Tebs B3nomarT, TO 3J10yMbILUNTEHHUKN
nony4ar 4oCTyn TOJIbKO K OAHOMY TBOEMY I'IpO(*)VIJ'HO B CE€TU, a HE KO BCEM;

4. Ecnu Teb5 B3nomanu, To HeobxoanmMo npegynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpYy3bsX, O TOM, 4YTO Tebs B3nomanu M, BO3MOXHO, OT TBOEro MMeHn BGyaeT paccbinatbCA Cnam M CCbIfKM Ha
(PULLNHIOBbIE CaNThI;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHBIN TenedoH;

6. OTKMIO4M coxpaHeHue napons B 6paysepe;

7. He oTkpblBan channsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCrnv OHW NpULINu oT TBOMUX Apy3en. Jlyuuwle
YTOYHM Y HUX, OTNPABISANN N1 OHW Tebe 3Tn dannsbl.

LindpoBas penyTtauus

LindppoBas penytaums - aTo HeraTMBHas UnNu No3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytoLas
nHpopMaLms, pasMeLLEHHAs B MHTEPHETE, MOXET cepbe3HbiM 06pa3oM OTpasnTbCs Ha TBOEW pearibHON XU3HW.
"UndpoBas penytaums” - 3To TBOW UMUK, KOTOPLIN hopMupyeTcs U3 MHdopmaLmmn o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONoXeHue, 0COBGEeHHOCTM XapakTepa M pacckasbl O
GNU3KUX - BCE 3TO HaKannMBaeTcs B CETU.




MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHouW uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMIA. Thl AaXe He CMOXeLlb goragaTtbCsl O TOM, YTo hoTorpadus, pasmeLleHHasa 5
neT Hasag, cTana npuunHOM oTkasa NpPUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBomx cotorpadun u gpyrue AeriCTBUS MOTYT HE MCYE3HYTb faxke nocrne Toro,
Kak Tbl MX yAanub. Tbl HE 3Haellb, KTO COXpaHun 3Ty nHGOpMaLMIo, nonana nM oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunach N OHa, a rmaBHOE: YTO NOAYMAalOT 0 Tebe OKpyXKatoLLme Noaun, KOTopble HangyT u yBUAAT 3T0. Hartu
WMHOPMAaLIMI0 MHOIO feT CNyCcTa CMOXEeT Mobon - kak 13 Aobpbix NOOYXAEHWUA, Tak U C HAMEPEHUEM NPUYMHUTL
BpeAa. 3TO MOXET BbITb KTO YrOAHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBON penyTaumm:
1. MNogyman, npexae 4yem 4TO-TO Ny6GNUKoBaThL 1 NepenasaTth y cebsi B 6riore unu B coumansHON ceTu;

2. B HacTponkax npocunsa yCTaHOBW OrpPaHUYEeHUsI Ha MPOCMOTP TBOEro NMpoduns U ero coaepXXmmoro,
caenawn ero Tonbko "gnga apysen”;

3. He pasmeLlyan n He yka3sbiBai MHhOPMALUIO, KOTOPAsi MOXET KOro-rnmbo ockopbnaTe unm obmxatsb.
ABTOpcKOe npaBo

CoBpeMeHHbIe LLKOMBbHUKM - aKTUBHbIE NMOMb3oBaTenu LMgpoBoro npoctpaHcTea. OgHako faneko He Bce
3HAlOT, YTO MOMb30BaHWE MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMVIH "I/IHTeJ'IJ'IeKTyaJ'IbHaFI cobCTBEHHOCTL" OTHOCUTCH K pas3sind4HbiIM TBOPEHUAM 4YeroBe4YeCKoro yma,
Ha4ynHaa C HOBbIX M306peTeHVIVI N 3HaKoB, 0603HaYalLWNX COBCTBEHHOCTb Ha NpoaAYyKTbl N YCIyru, N 3akaH4ynBad
KHUramu, CbOTOFpa(bMFIMVI, KVIHO(*)I/IJ'IbMaMVI N My3blKalibHbIMU NMpon3BegEeHNAMMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha UHTENMEKTyanbHyl0 COGCTBEHHOCTb HA NMPOM3BEAEHMWS] HAayKWU, NMTepaTypbl
1 uckyccTBa. ABTOPCKME MpaBa BbICTYNAlT B Ka4eCTBE rapaHTUM TOrO, YTO MHTENIEKTyanbHbIN/ TBOPYECKUI TPy
aBTopa He ByaeT HanpacHbIM, AacT eMy cnpaBefivBble BO3MOXHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa,
MONy4YnTb W3BECTHOCTb M nNpu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMPOU3BOAUTL €ro
npou3BefeHne, pacnpoCcTpaHsiTb, Ny6NnMYHO AeMOHCTpUpoBaThb, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B MpoKar,
Ny6nMYHO MCMONHATb, NMOKa3bIBaTL/UCMONHATL B achmpe unu pasmelatb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
OaHHbIX K TBOMM akkayHTam o G6nOKMpOBKKM TBOEro YCTPOWCTBA, rae ycTaHOBMNEHa HeneranbHas nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CyLLECTBYIOT feranbHble 1 6ecnnartHble NporpamMmmbl, KOTOPbIE MOXXHO HanTW B CETW.

O nopTtane

CeTeBM4yOK.pd - TBOW rMNaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXelWb Yy3HaTb O 6e30macHOCTU B CeTu
MOHATHBLIM M AOCTYMHBIM S3bIKOM, @ MPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaumm obpaTnTbCa 3a COBETOM. A Takke
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMEPOBLIM rpaXkgaHUHOM!

MpunoxexHne N 3

NAMSATKA 0N POOUTENEW OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepgeneHne TepMuHa "MHdoOpMaLnoHHas 6e3onacHocTb aetel" cogepxutca B PegepanbHom 3akoHe N
436-03 "O sawwmte geten OT MHOPMAaLMK, NPUUUHSAIOLLEN Bped WX 340POBbI0 U PasBUTUIO", perynupyroLimnm
OTHOLLEHUS, CBA3aHHbIE C 3aLUUTON AeTen OT nHdopMaLmMun, NPUUNHSIOLWEN Bpea UX 300POBbI0 U (MNKN) pasBUTHIO.
CornacHo gaHHOMY 3akoHy "WMHoOpMaumoHHasi 6e30macHOCTb AeTer” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHOPMaLuen Bpeda Ux 340poBbi0 1 (Mnu) pusnyeckomy,
NCUXMYECKOMY, JYXOBHOMY, HPDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-©3 nHdopmaumen, npuumHAoLLE Bpe 340POBb0 U (M) pasBUTUIO




aetein, ABNSAETCA:
1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHns cpeav aeTeun;

2. wnHdopMauus, pacnpoCTpaHeHUWe KOTOPOW OrpaHWYeHO cpean aeTer onpedeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLeHHon ans pacnpocTpaHeHms cpean aeTen, OTHOCUTCS:

4. nHpopmaums, nobyxaaollas AeTer K COBEPLUEHUO OEWACTBUN, NPeaCTaBNSOWMX Yrpo3y WX XU3HU U
(vnn) 300poBbI0, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbI0, CaMOybUNCTBY;

5. cnocoGHOCTb BbI3BaTb Yy AETeN XenaHue ynoTpebuTb HapKOTMYeCKMe CpeacTBa, NCUXOTPOMHble U (M)
odypMaHMBalolLMe BellecTBa, TabauyHble M3Oenusl, anKorofibHYl0 M CMMPTOCOAEPKallylo MPOAYKLMIO, MUBO W
HanuTKW, WM3roTaBfMBaeMble Ha €ro OCHOBE; MPUHSATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLMEN,
OpOoaOsPKHUYECTBOM MW MOMPOLLARHNYECTBOM;

6. obocHoBblBaloLWas wnu onpasgbiBaloWwad OOMNYCTUMOCTb Hacunmns W (Mnm)  xectokocTn  nunbo
nobyxaatoLlas ocyLLeCTBATb HACUNbCTBEHHbIE ENCTBUSA MO OTHOLLEHUIO K NIIOAAM U )KMBOTHbIM;

7. oTpuualrLLas ceMeiiHble LEHHOCTU U hopMUpYloLLLasl HeyBaXKeHVe K POAMTENSM U (M) APYrUM YneHam
cemMbi;

8. onpaBabiBatoLLas NPOTUBONPABHOE NOBEAEHNE;
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepxawasn nHcpopmaumo nopHorpadmyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHO cpeau [heTell onpedefieHHoro Bo3pacTa,
OTHOCUTCS:

1. Hpopmaums, npeactasnsgemas B Buae M3obpakeHUs Unm onmcaHus XecToKOCTU, PU3N4EeCcKoro n (1nm)
NMCUXMYECKOro HaCcKUnIms, NPecTynneHns UM MHOro aHTMOBLLIECTBEHHOTO AENCTBUS;

2. BbI3blBatoLLast Yy neten CTpax, yXac unn naHuky, B T.4. npencraendemMad B Buae M306pa)KeHI/IFI mnn
onmncaHna B yHVI)Ka}OLLI,eﬂ yenoBeyeckoe [OJOCTOUHCTBO cbopme HEeHaCUNbCTBEHHON CMepTH, 3aboneBaHus,
CaM0y6VIl7ICTBa, HeCYacCTHOro cry4ad, aBapum unm KaTaCTpO(bbl n (I/IJ'IM) MX NOCNeacTBUi;

3. npegcrtaensiemas B BuAe W300paXeHUs MMM OMMCaHMS MOJSIOBbIX OTHOLUEHUA MEXAOY MYXYMHON U
KEHLLMHOM;

4. coaepxatliad 6paHHbIe CIoBa " BblpaXXeHud, He OTHOCALLMEeCA K Heu,eHaypHoﬁ 6paH|/|.

C yyetom 3Toro Bam npegnaratotca npaBuna paboTtbl B ceTu WHTepHeT Anst pasnuyHbiX BO3PaCTHbIX
KaTeropuvn, cobniogeHne KOTopbIX NO3BONMT obecnevnTb NHopMaLMOHHYH 6e30MacHOCTb BalLMX AETEN.

O6LwWwme npaBuna Ans pogutenemn

1. He3zaBucmmo oT Bo3pacTa pebeHka ucnonb3ynte nporpammMHoe obecneveHme, nomoratoiiee punbTpoBaThb
N KOHTPONMpPOBaTb UHpOPMALMIO, HO HE MoflarakTech MOMHOCTLIO HAa Hero. Bawe BHMMaHWe K pebeHKy - rmaBHbIN
MeTo[, 3alUnThI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENBHO N3Y4YNTE, KAKyt0 MHCPOPMALMIO MOMELLAIOT €ro Y4aCTHUKM B CBOUX NPOMOUaX u
6norax, Bkntovas gotorpadun n Buaeo.

3. lNpoBepbTe, C KaKMMXM APYrMMKU cCarWTamu CBSi3aH coumnanbHbIil cepBuc Bawero pebeHka. CTpaHuykm
Bawwero pebeHka moryT 6biTb 6€30MacHbIMK, HO MOTYT U COAEPXaTb CCbISIKA Ha HeXernaTerbHble U ONacHbIe CanThbl
(HanpvmMep, NOPHOCANT, UNN CaNT, Ha KOTOPOM ApPYr YNOMMHAET HOMep coToBOro TenedoHa Bawero pebeHka mnm
Baw pomaluHun agpec)

4. Moowpsante Bawwux geten coobwate 060 BCEM CTPAHHOM UIM OTTAsNKMBAKOLWEM U HE CIMLIKOM OCTPO




pearupynTte, korga oHV 3TO AenakT (M3-3a OnaceHust NoTepsiTb JOCTYN K VIHTEPHETY AETW HE FOBOPAT POaUTENSAM
0 npobrnemax, a Takke MOryT Ha4aTb UCMONb3oBaTb VIHTEPHET BHE AOMa U1 LLKOSbI).

5. byabTe B Kypce ceTeBoN xM3HN Bawero pebeHka. MIHTepecyiTech, KTo ux Apy3bs B VIHTEPHET Tak Xe, Kak
NHTEepecyeTecb pearbHbIMU OPY3bAMM.

Bospact ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs noceTuTb Te€ UM WMHblEe CaWTbl, @ BO3MOXHO M 4aTbl, pa3pelleHve Ha
noceLleHne KOTOpbIX OH He mnony4yun Obl OT poauTenen. oatomy poauTensm ocobeHHO nonesHbl OyayT Te
OTYeTbl, KOTOpble MPefoCTaBnsAlTCA nporpaMMaMy MO OrpaHMYEeHU0  ucnonb3oBaHus WHTepHeTa, T.e.
PoouTtenbckuii KOHTPOMb UK TO, YTO Bbl CMOXETe YBMAETb BO BpeMeHHbIX pannax. B pesynbtate, y pebeHka He
OyoeT ouylleHus, YTo 3a HUM BeAeTCH MOCTOSHHbIA KOHTPOMb, OA4HAKo, poautenu OyayT no-npexHemy 3HaTb,
Kakue caunTbl nocewaet ux pebeHok. [eTn B gaHHOM Bo3pacTe obnagaloT CUMbHbIM YYBCTBOM CEMbM, OHU
JOBEpYMBbI U He COMHeBalTCsa B aBtopuTeTax. OHM nobAT urpaTb B CeTeBble UIPpbl U MyTellecTBOBaTb MO
VHTepHeTY, UCNONb3ysa 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha CanTbl 1 YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSAMM.

CoBeTbl N0 6e3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cosgarite cnucok AOMalUHMX MNpaBun nocelwleHus MHTepHeTa npu yyacTum geten u Tpebynte ero
BbINMOJTHEHWS.

2. TpebyiiTe oT Balero peGeHka cobnofeHNs BpeMeHHbIX HOPM HaxOoXOEeHUs 3a KomnbloTepoM. MokaxuTe
pebeHky, 4yTo Bbl HabnogaeTe 3a HUM He MOTOMY 4YTO Bam 3aTo xouyeTcsi, a NoToMy 4To Bbl GecnokouTech 0 ero
Ge3onacHoOCTU 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbiloTep ¢ nogkntoyeHnem K VIHTepHeTy JOrmKeH HaxoauTbcd B OOLie KoOMHaTe nog NpuCMOTPOM
poautenemn.

4, |/|Cﬂ0]'|b3yIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. Wcnonb3synte cpeactBa OnOKMPOBaHMSA HEXeNaTenbHOro KOHTEHTa Kak AOMOfHEeHWe K CTaHgapTHOMY
Poautensckomy KOHTPOTIIO.

6. Co3paiite ceMenHbI 3NEKTPOHHbIN AWK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k canWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpaMmHoOro obecneyeHus.

8. Mpuyunte geten coBeToBaTbCs ¢ Bamu nepen onyGnvkoBaHMeM Kakon-nnbo MHgopMauum cpeacTesamm
3MEKTPOHHOM NOYThI, YaTOB, PErMCTPALMOHHBIX OPM U NPOoUneNn.

9. Hayunte geTten He 3arpyaTtb hannbl, nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CIyX0Obl MTHOBEHHOTO 06MeHa CoobLLEeHNAMN.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELeHUs, BHOCUTE TONbKO CaWTbl C XOpoLuen
penytauuen.

12. He 3abbiBavite 6ecegoBath ¢ geTbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnv 6bl pedb Wwna o gpysbsax B
pearibHOWN XU3HMU.

13. He genaiite "taby" 13 BONpocoB MOSIOBON >XW3HW, TaK kak B IHTepHeTe AeTU MOryT NErko HaTKHYTbCS Ha
nopHorpaduio unn canTsl "gna B3pocnbix”.

14. MNpwnyuute Bawero pebeHka coobwaTe Bam 0 NobbIX yrpo3ax nnm TpeBorax, CBA3aHHbIX ¢ IHTepHeToMm.
OcTaBainTecb CNOKOWHBbIMU U HAaNOMHWUTE AETAM, YTO OHM B Ge30MacHOCTM, ecnv CaMu pacckasanu Bam O CBOWX
TpeBorax. [loxBanuTe Mx 1 NOCOBETYWTE NOAONTY elle pa3 B MOAOOHbIX Cryyasx.

Bospact getet ot 9 Ao 12 net

B gaHHOM BO3pacTte LOeTn, KakK npaBuiio, yxXe HachbllaHbl O TOM, KakKad VIH(bOpMaLI,I/Iﬂ cyulectByeT B
VIHTepHeTe. COBepLIJeHHO HOpMalibHO, YTO OHU XOTAT 3TO YyBUAETb, MPOYeCTb, YyCnbllWaTb. I'Ipvl 9TOM HYXHO




MOMHWUTb, YTO OOCTYN K HexenaTenbHbIM MaTtepuanam MOXHO nerko 3abnokupoBaTb MpyM MOMOLLWM CPeacTs
Pooutensckoro KoOHTpons.

CoBeTbl No 6e3onacHocTy ana geten ot 9 oo 12 net

1. Co3sganTte cnucok OOMalUHMX NpaBun nocelleHuss MIHTepHeT npu ydactum peten n tpebynte ero
BbINOSTHEHWS.

2. TpebyitTe oT Balero pebeHka cobnogeHnst HOPM HaxXOXOEHWUS 3@ KOMMbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MoKaxute emy, 4to Bel Becnokoutecb O ero
6e3onacHOCTM 1 BCEraa rotoBbl okasaTb emMy NMOMOLLb.

4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. Wcnonb3aynte cpeactBa OMOKMPOBAHUSA HEXENaTerbHOro KOHTEHTA Kak OOMOfHEeHWe K CTaHgapTHOMY
PoantenbckomMy KOHTPORio.

6. He 3abbiBaiiTe NpvHUMaTb HEMOCPEACTBEHHOE yyacTue B XM3HM pebeHka, GecegoBaTth C AeTbMU 00 KX
Apy3bsix B IHTepHeTe.

7. HactavBawTe, 4Tobbl 4€TU HUKOTAA HE COrnallanmcb Ha NMYHbIe BCTPeYn ¢ Apy3bamu no NHTepHeTy.
8. MNosBonante geTam 3axoAuTb TONbKO Ha canTbl U3 "6enoro" cnucka, KOTopbIN co3ganTe BMECTe C HAMMW.

9. Mpuyunte geTeit HUKOraa He BblAaBaTb JIMYHYIO MHGOPMAaLMIO CPEeACTBaMU SMEKTPOHHOM MOYThI, YaToB,
CUCTEM MIHOBEHHOTO 0OMeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, NIMYHBIX NPoduUneit 1 Npu perucTpaummn Ha
KOHKYpCbl B MIHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHW MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHve.

11. Cospgawte Bawemy pebeHKy orpaHUYeHHyIo y4eTHYIo 3anvcb AN paboTbl HA KOMMNbIOTEpPE.

12. MNpwnyuute Bawero pebeHka coobiate Bam 0 NiobbIX yrpo3ax nnu Tpesorax, CBA3aHHbIX ¢ MIHTepHeToM.
HanomHuTe getam, 4To oHM B 6e30MacHOCTU, eCcnn caMu pacckasanu BaM O CBOMX TPeBOrax 1 onaceHumsx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.

14. HacTtavBawTte Ha ToM, 4TOObI ATV NPpefoCcTaBnsanM BaMm AOCTYN K CBOEW 3MEKTPOHHON MoYTe, YTOObl Bbl
y6eamnuncb, 4To OHKM He obLLalnTCHa C He3HaKkoMLamu.

15. O6bsACHUTE OETAM, YTO HEMb3S UCMONb30BaTh CEThb AN XYNUraHcTBa, pacnpoCTPaHEHUs CMNETEH UIK
yrpos.

Bospact geteit oT 13 go 17 net

B aTom Bo3pacTe NoApOCTKM aKTUBHO WUCMOSIb3YOT MNOUCKOBbIE MalUWHbI, MONb3YHTCA 3NEKTPOHHON NMOYTOMN,
cnyx6amMy MrHOBEHHOro o6MeHa COOGLLUEHUSIMU, CKAYMBaOT MY3blKy M unbMbl. ManbymMkam B 3TOM Bo3pacTe
Gorblue MO HpaBy cMeTaTb BCE OrpaHU4YeHusl, OHW >XaxayT rpyboro romopa, asapTHbIX Wrp, KapTUHOK "Ans
B3pocnblx". [JeBouyku npegnoynTaloT obwatbCs B 4aTax, Npu 3TOM OHM ropasgo Gonee YyBCTBUTENbHbI K
cekcyanbHbIM gomoraTenscteam B MIHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSIM YXXe BECbMa CITOXHO KOHTPONMPOBaTb CBOWX AETEN, Tak Kak 00
VHTepHeTe OHM yxe 3HalT 3Ha4uTENbHO Oonblue CBoMX poguTenen. Tem He MeHee, He OTnyckanTe geTen B
"cBoboaHOe nnaBaHue" no NHTepHeTy. CTapantecbk akTUBHO y4acTBOBaTh B 06LeHMN pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniwogate npasuna WHTepHeT-6e30MacHOCTM - COorfalleHne Mexay
poautenamun n getbMu. Kpome Toro, HeoGXxoaMMO Kak MOXHO Yalle npocMaTpuBaTb OTYETbI O OEATENbHOCTM
neten B VHTepHeTe. CnegyeT obpatuTb BHMMaHMe Ha HEOOXOOUMOCTb COAEPXKaHUS pOAUTENbCKMX Maponen
(naponer agMMHUCTPaTOPOB) B CTPOIOM CEKpeTe 1 00paTUTb BHUMAHNE Ha CTPOroCTb 3TUX Naporsien.




CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 oo 17 net

1. CospgaiTe CMMCOK AOMALLHWX MpaBwun nocelweHns WHTepHeTa mpu yd4acTMu NOAPOCTKOB U Tpebyiite
Ge3yCcnoBHOro ero BbinosiHeHusl. OGroBopuTe ¢ peGEeHKOM CNMCOK 3anpeLLeHHbIX canToB ("4epHbli Cnmncok"), Yachl
paboTbl B IHTEpHETE, PYKOBOACTBO MO 06LieHnto B VIHTEpHETE (B TOM YuCIe B YaTax).

2. KomnbtoTep ¢ NoakntoyeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KoMHaTe.

3. He 3abbiBaiite GecenoBatb ¢ geTbMu 06 KX Apy3bsix B WHTepHeTe, 0 TOM, YEM OHM 3aHATbI TaKUM
obpasom, 6yaTo peyb MOET O ApY3bsiX B pearbHOi XMU3HW. CnpalunBaiTe o NIOAsX, C KOTOPbIMU AeTh o6LalTcs
nocpeacTBOM CIyXG MIHOBEHHOrO 0GMeHa CooBLLEeHMSIMM, YTODObI y6eanTbCsl, YTO 3TV NIOAM UM 3HAKOMBbI.

4. Wcnonb3ynte cpenctsa OGNOKMPOBAHUS HEXenaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHO4apTHOMY
PoantensckomMy KOHTPOIHO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotca Bawwm getn. T[loowpsnte umcnonb3oBaHue
MOLEPUPYEMLIX YATOB M HacTauBawnTe, YTOObl eTu He obLLanMch B NPUBAaTHOM pexume.

6. HactanBante Ha TOM, 4TOObI AeTK HUKOTA4a He BCTPEYanuchb NUYHO C ApYy3bsiMu u3 cetn MiHTepHeT.

7. Mpuyunte OeTei He BblgaBaTb CBOK NIMYHYKO MHOPMaUMIO CpeacTBamy 3MIEKTPOHHONW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOTO 0OMeHa COOBLLEHMSIMU, PEFUCTPALIMOHHBLIX (DOPM, NIUYHBIX NpoduUnein 1 NpyU perucTpaunn Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHATE UM, YTO OHU MOTYT
Cny4ariHo 3arpy3uTb BUPYCbl UNN OpYyroe HexenatensHoe NporpaMMHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwatb Bam 0 nobbiX yrpo3ax Unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHuTe geTsaM, 4TOo OHM B 6GesonacHOCTW, eCnn camu paccka3anu Bam, O CBOWX Yrposax Wnu TpeBsorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute geTtam o nopHorpadgum B WMHTepHeTe. [omornte um 3awmtutbCca OoT cnama. Hayudumte
NMOAPOCTKOB He BbldaBaTb B VWIHTepHeTe CBOero peanbHOro 9MekTPOHHOro agpeca, He OTBevYaTb Ha
HexenaTenbHble NMMCbMa U UCMONb30BaTh CNeLnarnbHbIe NOYTOBbIE OUMNBTPHI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C canTaMu, KOTOpPbIE NoceLlatT NOgPOCTKU.

12. HaquTe neten yBaxaTtb OPYrnx B UHTEPHETE. Y6eanTtechb, YTO OHM 3HAIOT O TOM, YTO npaswuiia xopowiero
noseneHus ,El,eIZCTBleT Be3[e - AaXe B BUpTyalibHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HM B KOEM crnydae Henb3s ucnonb3oBatb CeTb AN XyNUraHcTea,
pacnpoCcTpaHeHMs CNieTeH Unm yrpo3 Apyrum JHOLSM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV puUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UrPbl COrNacHO 3aKoHY.

lMocTosHHO KOHTpONMpynTe ucnone3oBaHne NHTepHeta Bawnm pebeHkom! BT0 He HapyLleHne ero NMMYHoro
NPOCTPaHCTBA, a Mepa NPeA0CTOPOXHOCTM 1 NposBneHne Balwen pogmuTenbckon OTBETCTBEHHOCTM M 3a00ThlI.




